BIOTERRORISM/PANDEMIC BIOETHICS SCENARIO

by

Jane S. Baron Rechtman

(based on the scenario produced by Sandia National Laboratories)

DAY ONE EXPLANATIONS AND ASSIGNMENTS

Bioterrorism is the use of disease germs or deadly poisons in everyday life that could kill hundreds of thousands of people.  The use of bioterrorism in the United States is something that concerns local and high level government officials.  A great deal of money ($1.5 billion accounting for 1/3 the budget of the NIAID in 2003 according to a recent article in the NE Journal of Medicine, January 2006) and thought is presently going into preparations to deal with bioterrorism.  The Sandia National Laboratories in New Mexico and California, have created a simulation "game" used by county and city public health officials to determine their preparedness in case of an attack.  We are going to simulate the simulation through the following exercise.

Each one of you has been assigned to play one of the following people in a large urban area.  First of all, you must develop your character by researching the role and responsibilities each of these might actually have in a city.  The web links below give you some background for your position and your responsibilities.  Feel free to read other material or speak with people who are actually in that position.   Also, each on of you should consider who are you responsible to?  Who or what are you trying to protect/help ?  What is the best -- most helpful and most ethical -- way of doing that?

Each one of you should read:

“The Five People You Meet in a Pandemic – and What They Need from You Today” by Nancy Berlinger and Jacob Moses (www.thehastingscenter.org)

AND at least one of the following articles:

"The testimony of Janet Heinrich, Director of Health Care on "Bioterrorism  Public Health and Medical Preparedness."  (http://www.gao.gov/new.items/d02141t.pdf)

OR:


"Preparing for a Bioterrorist Attack: Legal and Administrative  Strategies" http://www.cdc.gov/ncidod/EID/vol9no2/02-0538.htm
OR:

 
CDC: Strategic Plan for Preparedness and Response"

http://www.cdc.gov/mmwr/preview/mmwrhtml/rr4904a1.htm
OR:


"Ethics in Journalism and Bioterrorism"

http://www.poynter.org/content/content_view.asp?id=3857
ROLES

Below are some of the roles that should be considered with some web links (hopefully still available) that one might use to understand the role and the responsibilities of that position.  You are free to use other sources as well.
Emergency room doctor: 

http://healthcare.monster.ca/7157_en-CA_p1.asp
"What role do Hospital Emergency Rooms play in Responding to Terrorist Attacks?"

http://cfrterrorism.org/security/hospital_print.html
Hospital administrator:
Job responsibilities: http://www.princetonreview.com/cte/profiles/dayInLife.asp?careerID=203
"What role do Hospital Emergency Rooms play in Responding to Terrorist Attacks?"

http://cfrterrorism.org/security/hospital_print.html
Public health official:  

Read  "Authority and Responsibility of Health Officers in Emergencies and Disasters"

http://www.dhs.ca.gov/epo/PDF/healthofficer.pdf 

CDC specialist  on anthrax: 

http://www.cdc.gov/about/default.htm;

http://www.bt.cdc.gov/agent/anthrax/faq/
Mayor 

http://www.usmayors.org/uscm/us_mayor_newspaper/documents/11_05_01/tthompson.asp
http://www.jhsph.edu/publichealthnews/press_releases/PR_2001/biodefense_conference.html
Journalist

"Bioterrorism and Journalists: Are we Prepared?"

http://www.poynter.org/dg.lts/id.5864/content.content_view.htm
"The Role of the Press in Bioterrorism"

http://www.brookings.edu/gs/research/projects/press/121901.htm
Chief of Police

http://www.cdc.gov/niosh/docs/2004-144/
http://www.policechiefmagazine.org/magazine/index.cfm?fuseaction=display&article_id=784&issue_id=12006
http://policechiefmagazine.org/magazine/index.cfm?fuseaction=display&article_id=807&issue_id=22006
http://policechiefmagazine.org/magazine/index.cfm?fuseaction=display&article_id=836&issue_id=32006
http://policechiefmagazine.org/magazine/index.cfm?fuseaction=display&article_id=565&issue_id=42005
http://www.cfr.org/publication/10214/police_departments.html?breadcrumb=default
School Principal

http://nais.org/emergency/article.cfm?ItemNumber=148295
http://www.emsc.nysed.gov/deputy/Documents/alerts/homelandsecurityguidance.PDF
Business Manager

http://www.denverhealth.org/BioTerror/Document/Business%20and%20Bioterrorism%20with%20Model.doc
http://www.pandemicflu.gov/plan/tab4.html/
Citizen Q

http://instedd.org/files/InSTEDD%20Influenza%20Manual%20v1-5.pdf
http://www.isn.ethz.ch/isn/Digital-Library/Publications/Detail/?ots591=0C54E3B3-1E9C-BE1E-2C24-A6A8C7060233&lng=en&id=44096
DAY TWO: SCENARIO

The following will be read by the analyst/teacher.  Give the group about 5-6 minutes with each "time period" to discuss the issues.  Bring them together at the end of each “day” and probe them.  

January 3rd. 

10 am
The weather has been cold and cloudy for many days. People are just returning to everyday life (i.e., returning from vacations around the world, international students returning to schools, recovering from New Years Eve hangovers, returning to work and school.)   In the media, there have been reports that Al Quaeda has announce that they might attack the U.S. again.  Flu season is beginning or about to start.  Usually in the month of January you might have 3-4 people a day coming into the hospital with flu-like symptoms.  These include: sore throat, fever, headache, and runny nose.  Muscle aches.  Today you have 8 and some of them are beginning to complain of breathing problems.  


Questions/Answer: What do you do?  Definitely contact hospital admin perhaps contact public health officials or just wait

4 pm
Two of the patients with “flu like symptom” die, the others are getting sicker. 6 more patients come in with similar problems.  Discuss what you're going to do?  Why?  Who gets involved?  Why?


Questions/Answer: definitely contact state public health official (by law) and CDC to find out where else this might be happening.  Do you want the press to know at this point?  Do you want to encourage people to get vaccinated and or buy tamiflu?  Will this create a panic?

January 4th 

There are now 35 cases of similar respiratory illness.  70% of them have died.  Symptoms similar to both avian flu and anthrax. 
Questions/Answer: What do you do?  Who are you going to call? Bring in police to figure out cause?  What about privacy issues of patients/dead?  What if one of the people is a celebrity? “Protected health information is not public information and may not be disclosed without the informed consent of the individual Protected health information may be disclosed without the informed consent of the individual who is the subject of the information where such disclosures:
[a] are made directly to the individual;

[b] are made to appropriate federal agencies or authorities as required by federal or State law; or 

[c] are made to health care personnel to the extent necessary in a medical emergency to protect the health or life of the person who is the subject of the information from serious, imminent harm. (p. 28-9) 
http://www.publichealthlaw.net/Resources/ResourcesPDFs/modelprivact.pdf)
January 5th 

The 35 cases have been confirmed as: [choose one: bioterrorism/avian flu].  The number of cases has risen to 313.  The hospital is “overbooked.”

Questions/Answer: 
Hospital administrator: where are you going to put the bodies?  Are you going to require your doctors and nurses to work overtime?  How are you protecting their health?  What if they say no?  Who you going to call?  If you use volunteers, do they have any immunity to civil liability?  If you use professionals from other states, what will you do about their licensing? [new law allows for their use]

Mayor/School Principal/Business Leader:  What are you going to do?  Are you going to close/cancel things?  School?  Are you going to require people stay at home?  Are you going to restrict people coming in/out of city?  If so, what are you going to do with the person/persons who object?  Answer: The county figured its major hospitals -- Kaiser, Highland and Alta Bates -- probably would be overwhelmed in a bioterror attack. So public health authorities planned to close schools and turn high schools into mass antibiotic-distribution centers. 

Police: Do you have the right to go into private homes/buildings to search for spores etc.  Will you begin using guns?  What’s happening to autonomy?

Citizen Q: What have you heard?  What are you going to do with your kids?  Your job? Etc.  What if you’re poor and uninsured, how have you been managing?  What city services do you expect/deserve?

January 7th  

Numbers are now in the thousands.

What should police do if there is looting?  Traffic? Should certain areas be cordoned off/restricted or should people be allowed to leave or come?  Should quarantining be required?  

Are people required to get antibiotics/vaccines?  How?  How many?  Who will get them?  How?  Who will pay for them? What other issues need to be addressed?

January 8th 

Where’s the funding coming from?

July 03, 2003

Mock anthrax attack 'kills' 9,000 

By Ian Hoffman

Staff Writer

Inside the situation room of a nuclear weapons lab, Alameda County's public health officials witnessed an attack that exposed gaps in their new, 300-page bioterrorism plan and left 9,000 people dead. 

Although the anthrax attack on Berkeley Marina was only a computer simulation, health officials were shaken and could only look to Congress for money for biodetectors and emergency staff. 

For three critical days, doctors and epidemiologists puzzled over an apparent flu outbreak, knotted around the marina. The first diagnosis of anthrax sent them racing to turn high schools into mass hospitals and handing Cipro to every human they saw. 

Antibiotic stockpiles in Oakland, Fremont and elsewhere held enough pills to save thousands. But what Alameda County lacked was enough time, people or uncontaminated places to dole them out. 

By the 11th day, the county needed a special mass-fatality team of the U.S. Department of Homeland Security to handle the contaminated corpses. 

Scientists created this nightmare in just a few hours June 12 inside WMD-DAC -- the Weapons of Mass Destruction Decision Analysis Center at Sandia National Laboratories-California -- where computers test officials on their responses to horrific attacks. 

WMD-DAC's designers use the latest Pentagon war-gaming technology and they pride themselves on realism. 

It was quite real for Alameda County Public Health Officer Tony Iton, on the job four weeks before being thrust into the exercise. "It was disheartening," Iton said. "The scenario was devastating. We're just not re sourced to deal with any devastating, national-level disaster. " 

The nighttime anthrax attack was Sandia's second largest simulation to date, hosted inside a windowless room of giant, floor-to-ceiling screens that flashed disease and death reports from local hospitals. County officials entered Sandia's simulation after spending months writing their latest game plan for bioterrorism and other fast-moving infectious diseases, such as SARS. 

Alameda County had tested its plan in several drills, but local officials said the Sandia exercise was the most realistic: The 26 participants didn't know the scenario beforehand, and the scenario changed as
they acted. 

"They play it out on the computer and it plays out your decisions," said Dan Guerra, emergency preparedness manager for Contra Costa County, which also lost several thousand people as the anthrax cloud crept up the San Ramon Valley. "We can see the consequences of our actions. 

"The county figured its major hospitals -- Kaiser, Highland and Alta Bates -- probably would be overwhelmed in a bioterror attack. So public health authorities planned to close schools and turn high schools into mass antibiotic-distribution centers. 

The anthrax cloud -- just two or three ounces of expertly dispersed, weapons-grade germs delivered at Berkeley Marina -- wrecked that plan. Anthrax spores carpeted high schools in the neighborhoods where drugs were needed most. By sending thousands of people there for preventive drugs, public-health authorities risked exposing healthy people for weeks after the original release. 

"So the question becomes, how contaminated is too contaminated?" Iton said. No one really knows. Scientists haven't figured out the absolute "safe" dose for inhalation anthrax. 

County officials left Sandia sobered. "Despite the best of our plans, even with everything operating the way we would want it to operate, we still lost 9,000 lives in Alameda and Contra Costa counties," Iton said. 

Sandia's scientists have tested dozens of officials nationwide. "The credibility of the public health officer is very important. And this guy was very credible, very articulate," said Howard Hirano, a systems engineer and integrator who works on WMD-DAC. 

Alameda public health officials now are looking to Washington for faster access to federal emergency personnel for drug distribution. And they want biowarfare detectors, both to sniff the air in cities continuously and to check for contamination on the ground. Local officials concluded that early detection and faster antibiotic distribution could drop the death toll into the hundreds, less staggering to the sensibilities of public health officials. 

"I think the emotions were real," said Jim Morrissey, disaster coordinator for Alameda County's emergency medical services division. "People realized it was theoretical. But even if the planning was reasonable, you know that thousands could die and that the public is looking at you to prevent it and it's something you just can't do. "

 
